PROCEEDINGS OF SPIE

Sensors, and Command, Control,
Communications, and
Intelligence (C3I) Technologies
for Homeland Security, Defense,
and Law Enforcement
Applications XV

Edward M. Carapezza
Editor

18-19 April 2014
Baltimore, Maryland, United States

Sponsored and Published by
SPIE

Volume 9825

Proceedings of SPIE 0277-786X, V. 9825

SPIE is an international society advancing an interdisciplinary approach to the science and application of light.

Sensors, and Command, Control, Communications, and Intelligence (C3I) Technologies for Homeland Security,
Defense, and Law Enforcement Applications XV, edited by Edward M. Carapezza, Proc. of SPIE Vol. 9825,
982501 - © 2016 SPIE - CCC code: 0277-786X/16/$18 - doi: 10.1117/12.2245238

Proc. of SPIE Vol. 9825 982501-1



The papers in this volume were part of the technical conference cited on the cover and title
page. Papers were selected and subject to review by the editors and conference program
committee. Some conference presentations may not be available for publication. Additional
papers and presentation recordings may be available online in the SPIE Digital Library at
SPIEDigitallibrary.org.

The papers reflect the work and thoughts of the authors and are published herein as submitted.
The publisher is not responsible for the validity of the information or for any outcomes resulting from
reliance thereon.

Please use the following format to cite material from these proceedings:

Author(s), "Title of Paper," in Sensors, and Command, Conftrol, Communications, and Intelligence
(C3l) Technologies for Homeland Security, Defense, and Law Enforcement Applications XV, edited
by Edward M. Carapezza, Proceedings of SPIE Vol. 9825 (SPIE, Belingham, WA, 2016) Six-digit
Article CID Number.

ISSN: 0277-786X
ISSN: 1996-756X (electronic)
ISBN: 9781510600669

Published by

SPIE

P.O. Box 10, Bellingham, Washington 98227-0010 USA
Telephone +1 360 676 3290 (Pacific Time) - Fax +1 360 647 1445
SPIE.org

Copyright © 2016, Society of Photo-Optical Instrumentation Engineers.

Copying of material in this book for internal or personal use, or for the infernal or personal use of
specific clients, beyond the fair use provisions granted by the U.S. Copyright Law is authorized by
SPIE subject to payment of copying fees. The Transactional Reporting Service base fee for this
volume is $18.00 per article (or portion thereof), which should be paid directly to the Copyright
Clearance Center (CCC), 222 Rosewood Drive, Danvers, MA 01923. Payment may also be made
electronically through CCC Online at copyright.com. Other copying for republication, resale,
advertising or promotion, or any form of systematic or multiple reproduction of any material in this
book is prohibited except with permission in writing from the publisher. The CCC fee code is
0277-786X/16/$18.00.

Printed in the United States of America.
Publication of record for individual papers is online in the SPIE Digital Library.
s P I DIGITAL

e LIBRARY

SPIEDigitallibrary.org

Paper Numbering: Proceedings of SPIE follow an e-First publication model. A unique citation
identifier (CID) number is assigned to each article at the time of publication. Utilization of CIDs
allows articles to be fully citable as soon as they are published online, and connects the same
identifier to all online and print versions of the publication. SPIE uses a six-digit CID article
numbering system structured as follows:
= The first four digits correspond to the SPIE volume number.
» The last two digits indicate publication order within the volume using a Base 36 numbering
system employing both numerals and letfters. These two-number sets start with 00, 01, 02, 03, 04,
05, 06, 07, 08, 09, OA, OB ... 0Z, followed by 10-1Z, 20-2Z, etc. The CID Number appears on each
page of the manuscript.

Proc. of SPIE Vol. 9825 982501-2



Contents

\Y% Authors
vii Conference Committee
SESSION 1 INFRASTRUCTURE PROTECTION AND COUNTER-TERRORISM TECHNOLOGIES |
9825 02 Non-lethal technologies: state of the art and challenges for the future (Invited Paper)
[9825-1]
9825 04 Shooter position estimation with muzzle blast and shockwave measurements from separate
locations [9825-3]
9825 05 A novel class of MEMS accelerometers for very high-G munitions environment [9825-4]
9825 08 Distributed micro-radar system for detection and tracking of low-profile, low-altitude
targets [9825-7]
9825 09 Using convolutional neural networks for human activity classification on micro-Doppler
radar spectrograms [9825-8]
9825 0A Real-time threat detection using magnetometer arrays [9825-9]
SESSION 2 INFRASTRUCTURE PROTECTION AND COUNTER-TERRORISM TECHNOLOGIES I
9825 0C Enabling homeland security missions with in-space 3D printing [9825-11]
9825 OE Advanced fingerprint verification software [9825-14]
SESSION 3 C3I SYSTEMS AND TECHNOLOGIES
98250J Target-oriented binary sensor sets in C3I systems [9825-18]
9825 0K Enfropy as a metric in critical infrastructure situational awareness [9825-20]
9825 0L Hilbertian sine as an absolute measure of Bayesian inference in ISR, homeland security,
medicine, and defense [9825-21]
SESSION 4 INTELLIGENCE AND COMMUNICATIONS: SYSTEMS AND TECHNOLOGIES
9825 ON Interactive analysis of geodata based intelligence [9825-23]
9825 00 Comparison and evaluation of datasets for off-angle iris recognition [9825-24]

Proc. of SPIE Vol. 9825 982501-3



9825 0P Carrier frequency offset estimation for an acoustic-electric channel using 16 QAM
modulation [9825-25]
9825 0Q Interoperability of heterogeneous distributed systems [9825-26]
SESSION 5 CYBER SECURITY SYSTEMS AND TECHNOLOGIES
9825 OR Quantifying and measuring cyber resiliency (Invited Paper) [9825-27]
9825 0T A preliminary analysis of quantifying computer security vulnerability data in "the wild"
[9825-29]
9825 0V Efficient inference of hidden Markov models from large observation sequences [9825-31]
SESSION 6 NEAR AND UNDERSEA SENSORS AND NETWORKS
9825 07 Bandlimited computerized improvements in characterization of nonlinear systems with
memory [9825-35]
982511 Data requirements for modeling, analysis, and improved understanding of laser beam
propagation in a marine boundary layer [9825-37]
982512 Optical properties of salt aerosols with and without inclusions as a function of relative
humidity [9825-38]
982513 Field assessment of optical fransparency in the low-level marine boundary layer:

preliminary data from coastal New England sites [9825-39]

Proc. of SPIE Vol. 9825 982501-4



Avuthors

Numbers in the index correspond to the last two digits of the six-digit citation identifier (CID) article
numbering system used in Proceedings of SPIE. The first four digits reflect the volume number. Base 36
numbering is employed for the last two digits and indicates the order of articles within the volume.
Numbers start with 00, 01, 02, 03, 04, 05, 06, 07, 08, 09, OA, 0B...0Z, followed by 10-1Z, 20-2Z, etc.

Anderson, Leonard A., OP Straub, Jeremy, 0C
Aftwood, Alexis R., 12 Taylor, J.R. B., OE
Baradarani, A., OE Tchernychev, Mikhail, OA
Cerme, Gamze N., 00 Unmuessig, Gabriel, ON
Chakraborty, Soumya, OP Vandemark, Douglas, 13
Cunningham, Michael T., OP Vankka, Jouko, OK
Cybenko, George, OR, 0T, OV Wagner, Boris, ON

Eck, Ralf, ON Wang, Wenjian, 0J, OL
Essendorfer, B., 0Q Wilt, Kyle R., OP

Farris, Katheryn A., OT Zaschke, C., 0Q

Feng, Dake, 05

Feng, Hui, 13

Forrester, Thomas, 0J, OL
Galpin, Tyler, 12
Goldstein, Adam, 0T
Gorwara, Ashok, 08
Grasing, David, 04
Greenslade, Margaret E., 12, 13
Hirsch, Michael, 0C
Hodelin, Juan, OL

Hughes, Derke R., 0Z
Jannson, Tomasz, 0J, OL
Jordan, Tyler S., 09
Karakaya, Mahmut, 00
Katz, Richard A., 0Z, 11
Kerth, C., 0Q

Klemetti, Markus, OK

Koch, Robert M., 0Z
Kostrzewski, Andrew, 0J, OL
Kurtuncu, Osman M., 00
Law, David B., 02

Leake, Skye, OC

Maev, R. Gr., OE

Manzur, Tarig, 11

McGuire, Thomas, 0C
McNamara, Sean R., OT
Molchanov, Pavlo, 08
Nuttall, Albert H., 0Z
Parsons, Michael, 0C
Peinsipp-Byma, Elisabeth, ON
Pradhan, Ranijit, 0J

Priest, Benjamin W., OV
Prouty, Mark D., OA
Puuska, Samir, OK
Rastegar, Jahangir, 05
Romanov, Volodymyr, 0J, OL
Saulnier, Gary J., OP
Scarton, Henry A., OP
Severin, F., OE

Proc. of SPIE Vol. 9825 982501-5



Proc. of SPIE Vol. 9825 982501-6



Conference Committee

Symposium Chair

David A. Logan, BAE Systems (United States)

Symposium Co-chair

Donald A. Reago Jr., U.S. Army Night Vision & Electronic Sensors
Directorate (United States)

Conference Chair

Edward M. Carapezza, EMC Consulting, LLC (United States)

Conference Program Committee

George Cybenko, Thayer School of Engineering at Darfmouth
(United States)

Panos G. Datskos, Oak Ridge National Laboratory (United States)

Gregory L. Duckworth, BBN Technologies, a Raytheon Company
(United States)

Susan F. Hallowell, Transportation Security Laboratory (United States)
and Department of Homeland Security (United States)

Todd M. Hintz, Space and Naval Warfare Systems Command
(United States)

Myron E. Hohil, U.S. Army Armament Research, Development and
Engineering Center (United States)

Ivan Kadar, Interlink Systems Sciences, Inc. (United States)

Pradeep K. Khosla, University of California, San Diego (United States)

Daniel Lehrfeld, Blue Marble Group LLC (United States)

Tariq Manzur, Naval Undersea Warfare Center (United States)

Jordan Wexler, Raytheon Applied Signal Technology, Inc.
(United States)

Session Chairs

1

Infrastructure Protection and Counter-Terrorism Technologies |

Edward M. Carapezza, EMC Consulting, LLC (United States)

Myron E. Hohil, U.S. Army Armament Research, Development and
Engineering Center (United States)

Proc. of SPIE Vol. 9825 982501-7

vii



viii

Infrastructure Protection and Counter-Terrorism Technologies |l

Myron E. Hohil, U.S. Army Armament Research, Development and
Engineering Center (United States)

David Grasing, U.S. Army Armament Research, Development and
Engineering Center (United States)

C3I Systems and Technologies

Edward M. Carapezza, EMC Consulfing, LLC (United States)

Myron E. Hohil, U.S. Army Armament Research, Development and
Engineering Center (United States)

Intelligence and Communications: Systems and Technologies
Myron E. Hohil, U.S. Army Armament Research, Development and
Engineering Center (United States)
Jordan Wexler, Raytheon Applied Signal Technology, Inc.
(United States)

Cyber Security Systems and Technologies

George Cybenko, Thayer School of Engineering at Darfmouth
(United States)

Jordan Wexler, Raytheon Applied Signal Technology, Inc.
(United States)

Near and Undersea Sensors and Networks

Myron E. Hohil, U.S. Army Armament Research, Development and
Engineering Center (United States)

Tariq Manzur, Naval Undersea Warfare Center (United States)

Proc. of SPIE Vol. 9825 982501-8



