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ABSTRACT. With the rapid advancements in wireless technology, the incorporation of unmanned
aerial vehicles (UAVs) in free space optical (FSO) communication can reap several
benefits related to coverage, security, and capacity. The parameters involved for
the analysis of such systems are studied in detail. The irradiance fluctuations in the
received beam due to turbulence induced fading and geometric and misalignment
effects are to be taken care of in order to minimize the bit error rate. The random
variables involved in a UAV-employed FSO link are larger than that present in an
FSO system. Thus, efficient designing of a UAV-employed FSO system is relatively
more challenging as compared to a ground-based terrestrial FSO link. There are
many performance metrics that can be defined and are to be analyzed in order to
optimize the parameters associated with UAV-based FSO systems and design a link
with good quality of service. Some recent methods are also explored for further
improving the reliability and coverage of UAV based FSO networks.
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1 Introduction

Due to the ever growing demand of high capacity in the field of wireless communication, free
space optical (FSO)'™ communication is gaining more and more attention of the researchers. The
increasing congestion of the electromagnetic spectrum and the growing risk of eavesdropping
attacks make FSO a promising alternative to radio communication. FSO communication offers
many advantages over the conventional radio frequency (RF) communication, such as it provides
inherently secure communication, huge capacity (upto 2.5 Gbps), license-free spectrum, cost
effective solution, and low power consumption.® Owing to the broadcast nature of radio com-
munication, it is still considered as first choice in many situations especially in vehicular and
mobile communication, where the source or destination is moving. The multiple benefits of FSO
communication make it a suitable candidate for upcoming 6G communication, which requires
very fast data transfer rate, ultra low latency, greater support for M2M (machine-to-machine)
connections, and higher network reliability.”® FSO has many attractive applications, such as
inter-building connectivity, video surveillance, video broadcasting, disaster management, and
backhauling for cellular networks.>> It has also paved its way in space applications including
satellite communication and remote sensing.” FSO technology also has a major drawback, which
is the requirement of a line-of-sight (LoS) between the transmitter and the receiver, which mainly
depends on their misalignment. FSO transceivers should be perfectly facing each other in order to
transfer the information. Unmanned aerial vehicles (UAVs), such as multi-rotor drones, low-
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altitude, or high-altitude balloons, serve as a boon for carrying out communication in disaster-
struck areas, such as in cases of natural calamities, floods, and earthquakes, when ground based
terrestrial communication comes to a halt and only aerial communication is possible.'*!! Owing
to the in-built feature of aerial communication of providing higher chances of LoS communi-
cation, using FSO to connect aerial nodes has huge scope for future communication systems.'>~!#
Recent developments in UAVs and FSO communication have offered new benchmarks in design-
ing UAV based FSO links.'> UAVs also find applications in matters related to national security,
aerial photography, accident investigation, and in situations where LoS communication is not
possible due to the presence of tall buildings or because of the huge crowd. UAVs help increase
the coverage area and also offer dynamic deployment, low cost, and low power requirement.
Therefore, UAV as an information relay is a hot topic of research in prevailing scenario.

A UAV-based FSO system is subjected to various challenges. An optical signal is vulnerable
to many impairments that degrade the performance of the system.'® Attenuation due to rain, fog,
dust particles, haze and snow, turbulence-induced fading mainly due to scintillation,'”'® pointing
errors because of the misalignment,'?° and angle-of-arrival (AoA) fluctuations are the major
causes of signal degradation while propagating through the atmosphere. Out of the four channel
deterioration effects, atmospheric loss is assumed to be deterministic and remaining three are
considered as independent random events. These phenomena give rise to irradiance fluctuations
in the beam intensity and lead to low reliability and low quality of service. Pointing errors include
the position deviations of the transmitter and receiver and orientation fluctuations of the hovering
UAV. Position deviations can occur because of the building sway, thermal expansion, and strong
windy weather. AoA fluctuations are caused when the incoming optical beam is no longer
perpendicular to the detector plane. A combination of AoA fluctuations and pointing errors is
known as geometric misalignment loss (GML).

In this brief, a detailed study of all the key channel impairments in FSO systems is presented.
Various turbulence models for representing different turbulence conditions are demonstrated.
Here, main focus is given on the analytical channel modeling of the radial displacement caused
due to pointing errors and link interruption due to AoA fluctuations. The case of non-zero bore-
sight error is also considered along with discussion on angles of arrival for different link
configurations including U2G, G2U, and U2U links. In UAV-based FSO links, all these random
variations play a major role in determining the link quality and neither of them can be ignored
during the analysis. In addition to all this, the paper depicts various applications and contribu-
tions of UAVs and shares information about the work done in the field of FSO, specifically
related to the measurement of several link metrics. Various geometric loss models introduced
in the literature for meeting specific link requirements or for realizing a real-life scenario are
also discussed in this brief. Latest techniques that can contribute toward the performance
improvement of UAV and FSO based networks are also explained. To the best of my knowledge,
this type of extensive review on UAV-employed FSO links is not presented before in the liter-
ature. The remaining paper is set as follows: Secs. 2 and 3 are devoted to a brief introduction of
FSO networks and UAV communication, Sec. 4 gives a description about the modeling of all the
channel degradation effects involved along with an introduction of the geometric loss models
currently used in the literature, and Sec. 5 defines and analyzes various performance metrics for
a UAV-based FSO link for optimizing the system parameters. Section 6 gives an overview of
the latest techniques employed with UAV based FSO networks.

2 Overview of FSO

FSO or fiberless photonics is an LoS technology in which a narrow optical beam is transmitted
through free space toward the receiver.”! FSO serves as a promising solution to the last mile issue
between the optical fiber infrastructure and destination users. It is extensively utilized in several
areas, especially where optical fiber installation is a hard nut to crack. As in any wireless com-
munication system, FSO also has a transmitter, a receiver, and free space channel. At the trans-
mitting end, the electrical signal is converted to an optical signal using the principle of electro-
luminiscence and at the receiver side, the received laser beam is converted back into electrical
form through the principle of absorption or photo-detection. Figure 1 shows the basic block
diagram of an FSO communication system. The transmitter mainly comprises of a light source,
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Fig. 1 Block diagram of an FSO communication system.

an external modulator, and a transmitting telescope. Light source used can be either a light emit-
ting diode (LED) or a laser diode (LD). Due to the monochromatic and coherent properties of
light emitted from a laser, laser is preferred for most of the applications. A driver circuit is used to
vary the flow of current through the laser. Light modulation can be done in two ways, either using
direct modulation or by using an external modulator. In direct modulation, digital bit stream is
directly converted into an analog optical signal inside laser whereas, in external modulation,
modulation is done outside the laser resonator. The most commonly used external modulator
is Mach—Zehnder modulator. The receiver consists of following components: a receiving tele-
scope, detector, amplifier, and filter. The transmitting telescope collimates the optical beam” and
focuses it toward the photo-detector, whereas, the receiving telescope collects the incoming
beam. Photo-detector used can be either a P-I-N photo-diode or an avalanche photo-diode
(APD). For high quantum efficiency, APD is preferred but its drawback is that it adds more
noise to the signal as compared to a P-I-N photo-diode. Aperture averaging must be performed
in order to combine the multiple uncorrelated signals and focus the averaged signal to the photo-
detector, and optical filtering is done to filter out all the unwanted wavelengths and background
solar illumination.

3 Significant Contributions of UAV

UAVs have drawn considerable attention of researchers due to their wide applications in military,
surveillance, disaster management, traffic management, wireless networks, ete.! 1323 They offer
a flexible, low cost solution for providing controllable mobility in order to carry out wireless
communication. As and when required, they can be deployed on demand easily. UAVs form a
great combination with FSO communication as they are aerial devices and their location can
always be altered to offer an LoS path between the transceivers. They can be made to function
as base stations, relays, and cooperative jamming devices. Figure 2 demonstrates the various
functionalities of UAVs. Owing to the miniaturization, compactness, and light-weight of
detecting optical devices, UAVs are also explored to a great extent as eavesdroppers. UAVs,
functioning as relays, can provide large coverage and thus, huge wireless connectivity. They
can work as friendly jammers and send jamming signals in order to confuse the eavesdroppers,
resulting in more secured communication. Optimal values of the parameters, such as UAV
jammer’s location and its transmit power, can be obtained by maximizing the secrecy rate. The
integration of UAVs with reconfigurable optical reflecting intelligent surfaces (RORIS)**2¢ is
also gaining attention of researchers as it further helps in improving the coverage and spectral
efficiency.

FSO communication is prone to eavesdropping attacks. This is because the beam diameter
increases with the transmission distance, and it becomes wider than the receiver aperture. For a
beam divergence angle of 1 mrad, the beam diameter for a 10 km link becomes 10 m.?” Because
of the rapid miniaturization and light weight of optical devices, it is possible for UAVs to eaves-
drop in FSO links. Thus, the wireless optical networks are at high tapping risks and part of their
radiated power can be captured by the eavesdropper. Therefore, security is of critical importance
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Fig. 2 Various applications of UAV.

in UAV based FSO communications systems owing to the vast applications of UAVs in military,
defence, and other government related organizations. One major challenge encountered with
UAVs is their limited battery life.”® The energy consumption in a UAV happens due to two
reasons: first because of the involvement in communication and second (dominant factor) is
because of the propulsion energy of UAV, which is consumed due to hovering of UAV. Thus,
while designing a UAV based FSO link, security requirements, battery limitation, and other
such factors have to be kept in mind.

Due to the ever-increasing demand of flying autonomous vehicles, researchers are coming
up with many innovative ideas in order to utilize UAVs to the maximum extent. Considering
several models according to specific UAV application, applying different optimization algo-
rithms, and using various metrics for optimizing overall system performance, all contribute
toward effective and novel UAV related research ideas. Different cooperative relaying techniques
can be applied at the UAYV, such as decode and forward and amplify and forward, for obtaining
improved system reliability. Other latest technologies, such as cognitive radio (CR),” millimeter
wave (mmWave) communication,> non-orthogonal multiple access (NOMA)*"* etc., can be
further incorporated in UAV-based networks in order to exploit various advantages, such as
improved throughput, better spectrum utilization and spectral efficiency, and low latency. A sum-
mary of various UAV-based applications is demonstrated in Table 1.

Table 1 Summary of UAV based applications.

Reference Action Technique used Objective
23 Relay QoS aware drone base station Maximize the mobile users (MUs)
placement and mobile user served in a disaster-struck area

association strategy (RESCUE)

33 Relay Transmission schemes according to Maximize throughput in mixed
the delay requirements, delay-limited RF/FSO networks
transmission, and delay-tolerant
transmission

34 Relay Amplify and forward relaying Minimize outage probability
35 Relay Decode and forward relaying Minimize outage probability
27 Eavesdropper Three eavesdropping scenarios: Analyze SOP

(1) Eve is between Alice and Bob,
(2) Eve and Bob are in the same
receiving plane, and (3) Eve is
behind Bob
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Table 1 (Continued).

Reference Action Technique used Objective
36 Relay UAVs as buffer-aided and Analyze ergodic sum rate
non-buffer-aided relays
37 Relay Decode and forward relaying Derive a tractable statistical channel
model along with link outage and
end-to-end outage probability
38 Jammer Three random deployment processes Achieve optimal secrecy rate
as UAV’s location is unknown
30 Relay Millimeter wave (mmWave) Derive tractable channel models for
three UAV communication scenarios
39 Relay and Vectorization method Mitigate interception and increase
jammer secrecy rate
40 Jammer An alternating iterative algorithm and Maximize the minimum average
successive convex approximation secrecy rate
technique
41 Jammer Matern hardcore point process and Improve secrecy performance
transmit jamming strategy
42 Relay Decode and forward relaying Analyze intercept probability and
ergodic secrecy rate
43 Jammer Adaptive secrecy transmission Maximize the secrecy energy
policy based on the Wyner encoding efficiency
scheme and block coordinate
descent method
44 Relay Security-on-demand UAV and Maximize achievable secrecy rate
non-security-on-demand UAV
45 Relay and  Successive convex approximation Maximize average worst-case
jammer technology and alternate secrecy rate
optimization method
25 Relay Reconfigurable optical intelligent Derive overall outage probability
reflecting surface and average BER
29 Relay and CR Maximize the total secrecy rate
secondary
transmitter
46 Relay Two UAV selection strategies, Examine end-to-end outage
best harmonic mean, and probability, coverage probability,
best downlink SNR and throughput
47 Jammer Block coordinate descent and Maximize worst-case secrecy rate
successive convex optimization
method
48 Relay Alternating optimization approach Maximize secrecy rate
49 Relay Successive convex optimization Maximize average worst-case
method secrecy rate
32 Base station NOMA Maximize the minimum secrecy

50

Base station

Cooperative rate-splitting and
sequential parametric convex
approximation method

rate of MUs

Investigate max-min secrecy
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4 Channel Impairments in UAV Based FSO Systems

4.1 Atmospheric Loss

Attenuation of the optical signal (also known as atmospheric loss) is related to visibility and it
varies with time. This loss is caused due to the scattering and absorption of the optical beam.
Absorption loss refers to the reduction in signal energy due to the absorption by particles (mol-
ecules or aerosols) present in the atmosphere. Scattering occurs when the light redistributes after
colliding with the particles present in the medium. Scattering and absorption both are wavelength
dependent phenomena. Scattering can be Rayleigh, Mie, or non-selective depending upon the
size of the particle and the wavelength of the optical beam. Atmospheric attenuation is modeled
by Beer Lambert’s law as’’

h, = A exp(—a,Z), 9]

2
where A = %, a is the receiver aperture radius, w, is the beamwidth, Z is the propagation

distance (in km), and «,, is the atmospheric attenuation factor measured in dB/km. Assuming the
Mie scattering model, the value of a, is given as’

391/ 2 \°
Gy (550 nm) ’ @

where V is the visibility range in km, 550 nm is the visibility range reference wavelength, 4 is the
wavelength of operation in nm, and é is the coefficient of scattering related to size distribution.
The value of this scattering coefficient can be determined by either using the Kim model or Kruse
model.? For large attenuation, Kim model is preferred. As per Kruse model

1.6, V > 50
§=< 13, 6<V<50. 3)
0.585V/3, v<6

As per Kim model

1.6, V> 50
1.3, 6<V <50
6=1¢ 0.16V+034, 1<V<6 . @)
V-0.5, 05<V<l
0, V<05

4.2 Turbulence-Induced Fading

The atmosphere can be assumed to have two different states: laminar flow and turbulent flow.>
In the first one, the characteristics of velocity are uniform, and they do not change in a random
manner while in the latter case, due to dynamic mixing, the velocity possesses random character-
istics and incorporates random sub-flows called turbulent eddies. These eddies cause the light
beam to deflect from its transmission path. The formation of these turbulent eddies is because of
the temperature and pressure variation of air. This variation (mainly temperature fluctuations)
ultimately leads to a variation in the refractive index of atmosphere, which is depicted through
a parameter known as refractive index structure parameter, C2. Depending upon the turbulent
eddy size and the transmitter beam size, three types of turbulence effects can be noticed:’

(a) Beam wander: If the size of the eddies is larger than the transmitter beam size, this com-
pletely deflects the beam from its path in a random fashion.’! This can result in the beam
missing the receiver plane due to pointing error displacement.

(b) Beam scintillation: If the size of the turbulent eddies is comparable to the transmitter
beam size, eddies start behaving as lenses, which results in continuous focusing and
de-focusing of the incoming beam. This is the most common turbulence effect, and
it results in irradiance fluctuations and fading of the received beam.’> This scintillation
effect is measured in terms of scintillation index (also known as the normalized variance
of irradiance, o%). Rytov variance, 0%, also called variance of log irradiance, is a con-
venient parameter denoting the strength of scintillation, and it is given as>*
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Table 2 Rytov variance for different turbulence loads.

Range Turbulence
0% <05 Weak
05<0%4<5 Medium to strong
5<0% <25 Strong to saturation
oy = 1.23C2K7/07'1/6, )

where K is the free space wave number given by 2z/A. C2 can have an average value from
1077 m=2/3 to 10~'3 m~2/3 for weak to strong turbulence channels.” Rytov variation for
different turbulence conditions is shown in Table 2.

(c) Beam spreading: If the size of eddy is smaller than the beam size, then the beam is
diffracted near the aperture of the receiver.’' This results in reduction of the received
power density and distortion of the beam wavefront. Beam spreading can be reduced by
increasing the aperture area.

4.2.1 Probability density functions for modeling turbulence

There are various channel models for characterizing different weather conditions and effects of
atmospheric turbulence.” For determining the effect of turbulence induced fading on the per-
formance of UAV-based FSO systems, many statistical channel models have been considered in
the literature. The expressions for the probability density functions (PDFs) for different scenarios
along with the pros and cons of each of them are explained in subsequent detail.

(1) Log-normal distribution (for weak to moderate turbulence): For weak turbulence condi-
tions, log-normal fading model is employed to describe the turbulence effect on the strength
of the optical beam. Its PDF is given as™

I, (he)

_ 212
(In h, + 207%) >’ ©)

=———— exp
2h,\/ 270> ( 803

where o2 is the log-amplitude variance, which is related to the Rytov variance as

02 = 0% /4 = 0.31k’/C2 D'/ The parameters for this model can be directly measured for

UAV-based FSO systems.

(i) Gamma—-Gamma distribution (for moderate to strong turbulence): For characterizing
moderate to strong turbulence conditions, Gamma—Gamma model has proved to be an
effective solution for FSO based systems. In this case, the PDF of random variable, #,,
is given as®

z(aﬂ># haTJ_rﬁ_]
T(@)r(p)
where I'(.) is the Gamma function and k,_ is the modified bessel function of second kind

of order @ — 8. The parameters a and f are numbers denoting the large scale and small scale
eddies, and they are defined as (for the case of plane waves):*’

Fi(h) = ks (2v/aph,). ™

0.4962 -1

“ {GXP<(1 + 1.110}3/5)7/") - 1] ’ ®
0.512 -1

r= [eXp<(1 +0.69a,‘3/5)5/6> - 1} ' ®

(iii) Malaga (M) distribution: In order to model the turbulence induced fading, generalized M
distribution®”-*® is also widely used as it is a unified model that can be used to implement all

other statistical distributions and is valid for all turbulence regimes. This distribution relies
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Table 3 Parameters of M distribution.

Symbol Description

Q Power of LoS component

Q' Power of both LoS and coupled to LoS components

@ LoS component’s phase

b Coupled-to-LoS component’s phase

g Power of NLoS off-axis scatter component

O<p<i Fraction of scattering power coupled to LoS component

on double stochastic scintillation concept that allows the irradiance fluctuations to be mod-
eled as the product of two independent random variables. Large scale turbulence effects or
eddies represent the refractive effects, and small scale eddies represent the diffractive
effects. M distribution categorizes small scale fading into three components:* a coherent
LoS component, a scattered coupled-to-LoS component introduced by the on-axis eddies,
and a second scattered non line of sight (NLoS) component generated by the off-axis
eddies. This NLoS component is totally independent of the other two. The PDF of M
random variable is given as®

B
atm_ afth
o (he) = AMmzzjlamh[ Kam (2, i Q) (10)

/2 q _ Q/)1=m/2 N
whete Ay = 20 () T/ and a, = (71C,0y) R () ()

Remaining parameters are explained in Table 3.

This distribution is quite effective as it offers closed-form expressions and tractable solutions
for modeling the optical irradiance fluctuations in the unbounded plane or spherical optical wave-
front. Gamma—Gamma distribution and log-normal distribution are just particular cases of M
distribution. By setting Malaga parameters as: p = 1, Q' =1, and g = 0, Gamma-Gamma
model can be obtained. Similarly, log-normal distribution can be achieved by setting, p = 0 and
g— 0.

M distribution can also be written in the form of sum of generalized-K distributions
weighted by binomial coefficients.®’ The coefficients of these generalized-K distributions are
given by the parameters of M distribution. The advantages offered by this modified model are:
first it provides a simplified analytical closed form scintillation fading representation by giving a
finite summation even for real values of 3, second it provides a novel insight into the distribution
of optical power among different sub-channels and also the probability of the signal traveling via
a particular sub-channel. In order to express Eq. (10) in terms of generalized-K distribution,
for f € N, the following comparison can be done:

an_y [ aph, \ T(a)l(m) (gp+ Q%" _
ht Ka—m (2 gﬁ+9/) - 2 < aﬂ > KG(hha?m’Im)' (11)

The PDF as per this model can be expressed as

s
In(he) = kal(a(h,;a,m,lm), (12)

m=1

T ,,» which is the irradiance of the m’th generalized sub-channel, is given by: %(gﬁ +Q)

and the binomial coefficients are given as

ko) = (P1C, ) p (1 = p)Pm, (13)

Optical Engineering 041204-8 April 2024 e Vol. 63(4)



Gupta, Dhawan, and Gupta: Review on UAV-based FSO links: recent advances. ..

Here, p is the probability of optical power coupling to the LoS component and it can be

defined as
1Q7\-1-1
=1+ (=— . 14
d { (ﬁg>} (1

For g € R, the following comparison can be done:

S (z, /“_hf> :w <€> " Kolhyam, ). (15)
g a

Here, the PDF can be expressed as

Fi(h) = kO Kg(hsam. I,). (16)

=1

The irradiance, in this case is given by: Z,, = mg and the binomial coefficients can be
expressed as

k<R> _ [(m—1+p) m—1
! L(m)C(p)

As per the simulation results obtained for the PDFs as a function of normalized irradiance,
the analytical and numerical M PDFs are found to be perfectly in sync with each other.

(1-p). (17)

4.3 Pointing Errors

In terrestrial FSO communication systems, transceivers are mostly installed on top of tall build-
ings in order to ensure an LoS. Thus, building sway, thermal expansion, building vibration, or
wind loads can cause pointing errors. This error can severely limit the system reliability and
degrade the performance of the link. The mean position and orientation of the aerial nodes are
altered because of the various random events associated with hovering UAVs. In an optical link,
the beamwidth increases with the propagation distance, i.e., the beam spreads as it travels. Thus,
Gaussian profile is a good approximation to represent such a beam. Figure 3 shows the displace-
ment between the Gaussian beam and the receiver aperture having radius, a. If the instantaneous
radial displacement between the beam center and the center of the circular receiver is denoted by
r4, then the fraction of collected optical power at the detector can be given as®

2 2
h, % Ag exp (- r;’) (18)
Weq

where A, represents the fraction of the power collected when the radial displacement is zero,
ie., when there is no pointing error and we, is the equivalent beamwidth, A, = [erf(v)]?,

b 4
L A
L [x:-)’l] ,"’ \\T,- — [xr’yrl
- \\
£ -
\
N
~
o, = [xo. >0, | N ra = [xa.va)
\
R -
v

Fig. 3 Depiction of Gaussian beam foot-print and receiver lens.5°
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2 o Jwer()
2 2v exp(—1?)
X

erf(x) = % / Oe_’zdt is the error function, and w, is the Gaussian beam-waist given as

. Here, v is the ratio of aperture radius to beamwidth, given as v = \/gwi,

63

AZ \?2
Wz =Wy 1 + §0<—2> N (19)

wy

where Z is the transceiver separation, wy is the beamwidth at Z = 0, and the value of ¢ is

obtained as®
2 2
o= (1 n A) (20)
P

Here, p(Z) = 0.55C2K>Z~3/5 denotes the coherence length. For the approximation of
Eq. (18) to hold, the ratio, w,/a, should be greater than the value, 6,%% that is valid for most
terrestrial FSO systems. Pointing errors have two components: boresight and jitter. Boresight
is the mean displacement between the beam center and the center of the receiver, which occur
mostly because of thermal expansion, whereas, jitter is the random beam displacement at the
detector mainly because of building sway and vibrations and hovering feature of UAVs.
Boresight errors severely degrade the FSO link performance. The boresight error, as reported
in the literature, can be as high as 0.3 mrad.®> The maximum value of standard deviation of
jitter for a terrestrial FSO link should be below 0.3 mrad.%> Pointing errors result in radial
displacement between the beam center and the center of the detector, which is represented
as a vector, ry = [x4, y4], and it comprises of three error components:

(i) Displacement caused by the position deviation of the transmitter, [x,, y,]
(i) Displacement caused by the position deviation of the receiver, [x,, y,]
(iii) Displacement caused by the transmitter UAV’s orientation fluctuations, [xgr, }’gt]

These displacements in x-z plane are shown in Fig. 4. Hence, the total displacement in y and
x directions can be represented as

Ya=Yi+Yr+Yo, Xa=X+X +xg,. (21)

According to central limit theorem, all the above position and orientation deviations follow
Gaussian distribution as they are the result of various random events. Thus, the random variables,
X, Y%, and y,, are zero-mean Gaussian denoted as N(0,0%,), N(0,03), N(0,06% ), and
N(0,03 ). Here, o7 and o}, are the variances of the transmitter’s (ground/UAV) position
deviation in x and y directions. Similarly, 0,2(, and ‘75, are the variances of the receiver’s
(ground/UAV) position deviation in x and y directions, respectively. If 6,, and 6,, represent
the bias angles of the transmitter UAV in x-z and y-z planes, then xy = Z tan(d,,) and
Yo, = Z tan(#,,). As these bias angles are very small, so x, ~ Z6,, and y, ~ Z6,,. In general,
transceivers are installed with almost zero boresight error but because of the wind loads
and thermal expansion, non-zero boresight exists in UAV-employed FSO links.®> Thus, 6,,,

— 9 X
kO _—'[ Mean position and orientation of Tx and Rx I’<

Fig. 4 Schematic of two hovering UAVs in x-z direction.®
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Table 4 Pointing error variances for different links.

Link type Displacement variance, 2,
G2u 6%, + 0%, + 05, + 05,
U2G and U2U ( 8228 ol 322§,y“2y+ﬂﬁx+aiy)”3

0.y, 0y, and 0, denote the transmitter and receiver UAV bias angles in x and y directions. Due to

the numerous random events involved, these angles are assumed to be Gaussian distributed with
Means, fiy, frys fres Hry and variances, o7, o7, o4, and o7, respectively. For zero boresight
case, fy = fyy = Hpy = Hry = 0. As the sum of two more Gaussian random variables is also
Gaussian, the components of the radial displacement vector can thus be approximated as:
xg =N (Zu,,, Gx, + 0% +Z%7},) and y, ~ N (Zu,,, 03, + 03 + Z?67,). Then, the radial displace-
ment, ry = /x5 + y7, follows Beckmann distributlon also known as log-normal Rician distri-
bution, given as

b4 _ 3 _ 2
fr,(ra) = T Az exp (— (ry cos 4)2 A)® _ (ra sin § = puy) )d¢. (22)

276 40 ay 205, 20‘5\,

For the case when jitter variances in x-z and y-z planes are the same, this pdf reduces to

Rician distribution®®® given as

2 + 2

d

where y = \/p7, + p7, is the boresight displacement and 6, = 67, = oy,. If the boresight dis-
placement, u = 0, then the pdf further reduces to Rayleigh distribution. Beckmann distribution is

a useful distribution but it is not in closed form. Therefore, a general Beckmann distribution
approximation is used, known as modified Rayleigh distribution given as®

r —r
Fulrd =2 ep(32). razo. 24

where the total displacement variance, 62, for different scenarios is given in Table 4. Here,
aflx =62, + 62, + Z%62. and agy = 03, + G%r + Zza,v denote the variances in x-z and y-z planes.
On combining Eqgs. (18) and (24), the overall PDF of the fluctuations caused due to pointing

errors can be given as®’

4/2

2-1
Fa (hy) = Fhf, , 0<h, <A, (25)
f
where { = 5%, i.e., the ratio of equivalent beamwidth and displacement variance and Ay = A(G.
1 1 K Ky W
Here, G = exp(— —wm T W—z_m) where £, = “ and (= 20;

4.4 Link Interruption due to AoA Fluctuations

Unlike ground terrestrial FSO links, in the presence of UAVs, the link gets interrupted because of
AoA fluctuations. Due to the orientation deviations caused by UAVs at the transmitting and
receiving ends, this irradiance because of AoA occurs. Due to these AoA fluctuations, the incom-
ing beam becomes non-orthogonal to the detector plane. Building sway, experienced by the
transceivers installed on top of the tall buildings and UAV’s instability, results in two types
of impairments: one is the pointing error that causes misalignment of the center of the beam
and the receiver aperture and second is the link interruption because of AoA fluctuations that
occur when the angle of arrival exceeds the receiver’s field of view, represented by Og,y. In FSO
systems, the incoming light is focused through a converging lens at the photo-detector but
because of the orientation deviations of the hovering UAV, the received optical beam changes
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Direction of
beam arrival

Received beam

Photo-detector
direction area

Receiver

Fig. 5 AoA and field of view demonstration depicting the air pattern.®”

Table 5 AoA for different link configurations.

Type of link AoA

Gau V0% + 62,

U2G 0% + 65,

u2u Vo + 0,2 + (01 + 0,y 2

its path and results in an airy pattern that is outside the range of the detector as shown in Fig. 5.
The angles of arrival for different types of links are given in Table 5, and these different link
configurations are shown in Fig. 6. In order to model this type of degradation, the channel coef-
ficient, h,,, is defined such that it will take the value “1” if the received signal’s AoA falls inside
the receiver’s field of view, that is the case when maximum power is captured otherwise it will
take the value “0” as no signal is detected:

_ 1’ 9(1 < 0F0V
h, = {0’ 0> o (26)

where 6, denotes the angle of arrival of the beam at the detector plane. The channel coefficient,
h,, can be simply defined as above due to the fact that the main lobe width of the airy pattern is
approximately equal to 2.44% that is very small as compared to the detector size, which is in the

order of millimeters. As, 8,,, 0,,, 0,,, and 8,, are all Gaussian random variables with non-zero

e ;_.— —A—g l—'—
p— . 7 e g—
Receiver UAV Transmitter UAV
FSO link
Ground base station Ground base station

(a) (b)
= Sy -
.

N |
® \ ® \
Transmitter UAV Receiver UAV
(c)

Fig. 6 Different link configurations (a) ground to UAV (G2U), (b) UAV to ground (U2G), and
(c) UAV to UAV (U2U).
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means and variances, AoA will have Beckmann distribution that can be nearly represented by
the modified Rayleigh distribution as®

0
a

N}

—6?
fo, 0, ~ exp( “>, 0,>0. 27

202

This pdf is valid for G2U and U2G links. In context of U2U links, the two random variables
in x and y directions are modified as 6, + 0, and 0,, + 0,,, respectively. Therefore, their
means are i, + ft,, and p,, + ., and variances are 6% + 62, and a%y + a%y. Thus, pdf can
be expressed as

~ 611 _03
f0,(0,) 22 exp (40?) 0,>0. (28)
Here, the displacement variance, 62, takes a similar form as given by the last row of Table 4.
It can thus be observed that the number of random variables required for a UAV based FSO
system is way larger as compared to an FSO system.
The pdf of AoA fluctuations can, therefore, be interpreted as®*

oy oy
fn, (hy) = exp (_T‘OZ) &(h,) + [1 - exp(—z—;’gﬂé(ho -1). (29)

This is for G2U and U2G cases. Similarly for U2U scenario, the above pdf can be
expressed as

6> 6>
i) = exp (=22 Jath,) + |1 = exp(( =Y ) o, - 1), (30)

402 4o
Here, §(.) is the Dirac Delta function.

4.5 Overall Channel Impairment in UAV-based FSO Systems

The statistical channel analysis of UAV-based FSO links for determining the various performance
metrics can be carried out by evaluating the overall channel state. So far we have seen all the four
channel effects that mainly affect the performance of any UAV-based FSO link. The attenuation
of the received signal is caused due to the combined impact of these four impairments. These
effects are considered independent of each other; therefore, the overall channel state can be com-
puted through the multiplication of these individual channel impairments. It can occur to the
mind that as the orientation deviations of the transmitter UAV form a component of both the
pointing errors and AoA fluctuations, there must be some correlation between the two. But
in reality, this relation is quite weak because Og,y > oa, i.e., the receiver’s field of view is very
large as compared to the standard deviation caused by the orientation fluctuations. Typical values
of Og,vy are in the order of mrads; whereas, the transceiver’s orientation deviations lie in the range
of urads. Thus, the overall channel state information, %, can be obtained as®

h = hghhh,. 31)

The pdf of this channel can be determined as®
o ] h N
fu(h) = tho W S (h")dh', (32)
0

where h' = h,hh,. This expression can be obtained using Bayes’ rule and concepts of trans-
formation of random variables. For moderate to strong turbulence induced fading, the combined
pdf can be expressed using Gamma—-Gamma distribution as®’
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92
) exp =)o)

le:oV aﬁéQ
* {1 mp <‘ 202 )] Aoh T(@)T(B)
<Gl (o

A 33)

Z:2
52—1,a—1,ﬁ—1>’

where G (.) is the well-known Meijer-G function. The overall pdf can also be expressed in
a more generalized way, valid for all turbulence regimes, using M distribution, as®

92
) exp (=8 Yot

a

02\ Ay <& af s
" {l_e’q’(_ )] o 2\

241
G3Y (—“ﬂ ! ot ) 34
XG5 (p T @) o) 2. m oY

Thus, the overall channel impairment directly depends upon the small and large scale
turbulence eddies, on the receiver’s field of view, on the ratio of equivalent beamwidth and
variance, on atmospheric attenuation, among other factors.

We know that AoA fluctuations and pointing errors together form GML. This GML depends
on several link parameters such as aperture radius, beamwidth, boresight displacement, variance
of position deviations and orientation deviations, beam’s angle of arrival, and receiving end’s
field-of-view. GML plays a vital role in determining the link quality and reliability, for example,
on increasing the boresight displacement or variance of radial displacement, the system perfor-
mance is degraded. There are various geometric loss models used in the literature, some
considering pointing error with zero boresight, some considering pointing error with a non-zero
value of boresight, whereas, others are taking into account AoA fluctuations in addition to point-
ing errors. As per the need of specific scenarios, four significant geometric loss models are short-
listed that can be realized for real-life situations and can be effectively utilized for upcoming
research. Below, the details of these models are presented. Their specified models with math-
ematical representations, also depicting the impact of variation of different parameters of interest
on the concerned performance metrics of FSO systems, are demonstrated in Table 6.

(i) In case of ground-to-high altitude platform (HAP) links®® or earth-to-satellite links, it is
shown that in addition to the GML caused to the misalignment between transmitter and
receiver, there is one more pointing error jitter variance induced due to beam wander.
This beam wander induced pointing error is more probable in uplink than in downlink.
The random displacements caused in the beam in x and y directions due to these beam
wander effects are denoted by x; and y,, as shown in Fig. 7(a). They have Gaussian
distribution with mean, 0 and variance given as

o =2.07 /H C2(I)(Z - 1)>w;Pal (35)
b . f n 1 :

0

Here, H is the altitude of HAP, h is the transmitter height, Z is the distance of propagation
given as: (H — hg) sec(y), v is the HAP zenith angle, and w; is the beamwidth at distance, [.
C%(1) is the structure parameter defining the variation of turbulence strength with altitude,
given as

C%(1) = 0.00594(V,,/27)>(10751)10¢=1/1000 4 (2.7 x 10716)e~/1300 1 (Cy)e~/1%0 (36)

where V,, is the wind velocity in m/s and Cj, is the value of C2(0), measured at ground, in m™2/3.

In this paper, AoA fluctuations are also considered.
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Receivers

v, US Ue

.Lens

Fig. 7 Significant geometric loss models (a) beam wander induced pointing error, (b) rotated
ellipse aperture of eavesdropper, (c) three different eavesdropping scenarios, and (d) tilt angle
when UAV is flying horizontally.

(ii)

(iif)

(iv)

In Ref. 69, the case of wiretapping in FSO communication is considered. As the beamwidth
is larger in FSO systems, they are prone to eavesdropping attacks. The eavesdropper (Eve)
is assumed to be located near the receiver (Bob) such that the transmission distance is
approximately the same for the receiver as well as for the eavesdropper. This is because
of the assumption that the photo-detector’s effective areas are situated in the same plane in
which the incident beam is present in the x-y plane. Here, pointing error with zero boresight
is considered for Bob, and Eve is assumed to be present in the inherent boresight displace-
ment of Bob. For Bob, the incoming beam is thus perpendicular to the detector plane, but
for Eve, the beam is not normal to the detector plane and for it, the non-zero boresight error
model will have to be applied. The eavesdropper can appear in any of the orientations lead-
ing to a rotation in x-direction by an angle, € and/or rotation in y-direction by an angle, ¢,
therefore, the fraction of captured power by Eve is not a function of the circular aperture but
it is now determined by the rotated ellipse aperture whose first axis is given by: @ and the
second axis can be expressed as: a cos 8 cos ¢. This second axis is also known as rotation
parameter, denoted by p,. This model is shown in Fig. 7(b).

Three different cases of eavesdropper’s location are considered in Ref. 27, first when Eve is
present between Alice and Bob, second when it is present in the same receiving plane as
Bob, and third when it is situated behind Bob as depicted in Fig. 7(c). M distribution model
from Ref. 61 is considered to account for the fading effect due to scintillation. Non-zero
boresight pointing error model is considered both for Bob and Eve, and the analysis is
carried out for all three cases. The mean displacement in Eve’s position in x and y directions
and its jitter variance are assumed to be in proportion to the ratio of link length of Eve and
Bob and to the corresponding parameters associated with Bob.

When the receiver UAV is flying horizontally,”® the AoA between the center of the beam
and the receiver is not only affected by jitter induced by pointing errors but also by the
tilt angle of the receiver plane as demonstrated in Fig. 7(d). Thus, the modified AoA
becomes: (6 — ¢), where 0 denotes the beam AoA and ¢ represents the tilt angle. In this
brief, pointing error with non-zero boresight is taken into account in addition to the AoA
fluctuations.
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5 Performance Metrics of UAV-Based FSO Systems

For any communication technique, reliability is of utmost importance. The data sent should effi-
ciently reach the destination with a minimum probability of error. FSO systems offer a high level
of signal-to-noise ratio (SNR) for both terrestrial and space communication, which in turn can
provide a high transmission rate. There are several factors, as discussed above, that limit the
performance of these systems including scattering, absorption, transceiver misalignment, and
turbulence induced fading. Out of these, the turbulence is the main reason for signal deterioration
at the receiver resulting in poor link reliability. These phenomena cause fluctuations in the signal
strength and phase that severely deteriorate the overall system performance. Channel state infor-
mation is an essential requirement for determining the SNR at the receiver, which ultimately
leads to the computation of the various performance metrics of the optical link. The signal
at the destination can be expressed as

y = (RhPx,)*/* + n, (37)

where R is the responsivity of the detector, / is the overall channel impulse response, x; is trans-
mitted symbol € {0,1}, P, is the average source transmit power, n represents the AWGN with
zero mean and variance, aﬁ, which is independent of the signal and the value of the parameter, c,
is 1 for heterodyne detection (HD) and its 2 for intensity modulation/direct detection (IM/DD).*
Therefore, the instantaneous SNR for the case of IM/DD receiver can be given as y = % and
P2R?

262
links can be measured in terms of some performance metrics, such as bit error rate (BER),
secrecy rate, outage probability, secrecy outage probability (SOP), ergodic capacity, etc.
These parameters are defined for an HD receiver as follows:

thus, the average SNR in absence of fading is given by 7 = . The reliability of optical wireless

5.1 Bit Error Rate
BER of a given link in terms of instantaneous SNR can be calculated as

P, = / " Ple/r)f,(r)dr. (38)
0

Here, f,(y) can be computed using Eq. (34) by applying the concept of transformation of
random variables. For ON/OFF keying, the error probability, P(e/y), can be expressed as

1
Ple/y) = > erfc( ;) (39)

where the complementary error function, erfc(.) can be written in the form of Meijer-G function
as follows:

1 1
Ple/y) = mcf;g (;’ 0.05 ) (40)

On putting the values from Egs. (40) and (34) into Eq. (38) and using the identity from
Ref. 71 for solving the integral, the expression for BER can be obtained in closed form as

! Ofov Ofov
PeZECXP(— 2605 + |1 —exp _2003

24, L -l 24211,0.5,2 + 1
xE MZam< il > ZG%ﬁ(T ¢ ) @1)
4Vm = gp + Q. N7 Ciam,0

where 7 is the average value of SNR and the parameter A is given as follows:

_ 4’2 / 912:0V ] aﬂ
A=mglote ){l_exp<_ 263>_ @h+Q)

Reference 60 compares the symbol error rate for G2U, U2G, and U2U links, and it is con-
cluded that error rate is worst in case of U2U links as AoA fluctuations are maximum for
such links.
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5.2 Normalized Ergodic Capacity

Atmospheric turbulence is a slow fading phenomenon. Channel’s coherence time lies in the order
of milliseconds and thus, fading caused due to turbulence can be assumed to be almost the same
for the transmission of a huge bit number. Ergodic capacity gives the upper limit on obtainable
capacity, determined by averaging the instantaneous capacity of the channel up to infinite time.
The ergodic capacity of a UAV-employed FSO link can thus be defined as’

Cont = Elloga(1 1 by)] = / " loga(1 + by)f, (7)dr. )

where b is a constant, b = 1 for HD receiver, and b = % for DD receiver. Logarithmic function
can be written in the form of Meijer-G function as follows:

1 1,1
log,(1 + by) = mGéﬁ <b}" 1,())' (43)

Now substituting the values from Egs. (43) and (34) into Eq. (42) and using the identity from
Ref. 71 for solving the integral, we get

0> Ay L g
Coqg = |1 —ex F"V)} M a,, ( )
erd { p( 21n(2) 2= “"\gp+ @’
Al 01,82+1
5,1
<o (55 )

gz b a’ m7 070
References 36, 72, and 73 specifically focus on ergodic capacity analysis in FSO systems
and highlight the different parameters that need to be optimized for obtaining a desired value of
ergodic capacity.

(44)

5.3 Outage Probability
It is the probability with which the instantaneous SNR gets less than a pre-calculated threshold
value, 7,,. Thus, the outage probability can be written as®

Pout(yt.h) = 7)(}/ < }’Lh) = Fy(yth)’ (45)

where F,(yy,) represents the cumulative distribution function (CDF) of instantaneous SNR

calculated at yy,.
From the PDF of Eq. (34), CDF can be obtained by using the identity from Ref. 71. Thus,
the CDF of y at y,, can be written as

0% 6% LA
Pout(yth) = exXp (_ 22;) + |:l —eXp <_ 211;);/):| 2M
a a
_(atm) 2
T a1 (Are| 1.+
XZ m(ﬂ+9> G24< 713 a,m0)/)

References 34, 35, 37, and 64 explicitly analyze outage probability in FSO networks and
demonstrate various parameters upon which outage probability depends.

(46)

5.4 Secrecy Rate

It is a security metric that is concerned with maximizing the information transfer to legitimate
receivers and minimizing it for malicious and illegitimate users.”* The secrecy rate between the
concerned receiver and the most detrimental eavesdropper is defined as®

Rs = [Rr - Re]+7 (47)

where [x]" represents max{x,0}. R, is the average rate of the concerned receiver and R, is the
average rate of the eavesdropper. Therefore, R, can be written as

(48)

1+ 47,.h2
1+ 47, h?

— logs(1 4 47,12) — logs (1 + 47,2) = logz(
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where 7, and 7, represent the average SNRs of the receiver and the eavesdropper, respectively,
and &, and h, denote the overall channel response for the receiver and the eavesdropper, respec-
tively. References 27, 74, and 75 discuss secrecy capacity in detail and depict ways in which it
can be maximized for FSO based systems.

5.5 Secrecy Outage Probability

Considering a passive attack scenario, where the transmitter and receiver have no information of
the eavesdropper, transmitter cannot adapt the coding scheme of the eavesdropper and thus, it can
only set a constant secrecy rate, Ry,. When R, < Ry,, secrecy is compromised and an outage
occurs. Otherwise, the link can achieve perfect secrecy. In case of outage, a security metric,
SOP is defined for maintaining a secure link and this probability is given as®’

SOP = P(R, < Ry)

1 4 47,h7
:P@&G+Wm9<ﬁ)

S 2R (1 + 47, h2) — 1
-/ &(V B  (han 49)
0 Vr

There are several papers that demonstrate the calculation and analysis of SOP for FSO links,
including, Refs. 27, 76, 77, etc., determining the effect of various parameter variations on SOP.

A great deal of research work is done on the above mentioned performance metrics for
an FSO link. Considering different turbulence conditions, different probability distributions for
modeling turbulence, different system models, different modeling of geometric, and misalign-
ment losses, these metrics are derived and verified with the simulation results. Depending on the
presence or absence of boresight error, the impact of pointing errors is analyzed, and it is con-
cluded that AoA fluctuations further have an adverse effect on link reliability. While designing
the link, the various system parameters involved, can be optimized for achieving the desired
values of the performance metrics. A summary of the work done in optimizing the various per-
formance metrics for a UAV-employed FSO communication system is demonstrated in Table 7.

6 Latest Contributions in UAV-Based FSO Networks

Recently much work is done on the techniques that, when used in conjunction with UAV based
FSO networks, can further provide performance enhancement of the link with minimum amount
of overhead. They can either improve some metric of link performance measurement or they can
contribute in increasing the coverage area in FSO systems. Three such techniques are explained
in detail in this section.

6.1 Continuous Variable Quantum Key Distribution

Quantum key distribution (QKD) is a well-established technique for providing unconditional
security against eavesdropping in FSO networks. Due to the misalignment of source and desti-
nation, caused because of several reasons and due to the growing beamwidth with distance, the
security aspect of FSO networks cannot be overlooked. Also, the small size and weight of optical
devices make this issue even more crucial as any Eve intercepts the channel and overhears the
transmitted information. QKD, using the principles of quantum mechanics, offers a promising
answer to exchange a secret key between the two legitimate nodes, Alice and Bob. It relies on
transmission of non-orthogonal quantum states. Using a dedicated transmission protocol, first the
information is prepared, then transmitted over the public channel, and measured for the purpose
of key distribution. This is followed by classical post-processing involving sifting, error correc-
tion, and privacy amplification. QKD can be implemented majorly using two methods: continu-
ous-variable (CV) and discrete-variable (DV). DVQKD employs single photon states for
information coding purpose while CVQKD employs coherent states®* in which information
on the key is coded in terms of amplitude or phase of weakly modulated light pulses. Although,
DVQKD offers key distribution up to long distances but it has a major drawback of requiring
singe photon detectors, which are expensive as well as bulky. Thus, CVQKD is preferred as they
enable high key rates using homodyne/HD.
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CVQKD based systems have been explored for various channels, such as noisy channels,*
uniform fast fading channels,’’ etc. QKD protocol is also studied for FSO employing a dual-
threshold (DT) DD receiver.®® In Ref. 74, secrecy performance of FSO systems is evaluated for a
DT receiver based on the quantum BER (QBER) and ergodic secrecy key rate (ESKR). Here,
QBER is evaluated as

P
QBER = —* (50)
sift
where Py is the sifting probability that the legitimate receiver can determine the bits from
threshold detection. Also, the ESKR is given as the maximum rate for which the eavesdropper
is not able to decrypt the transmitted data, and it is calculated as

ESKR = I(A; B) — I(A;E), (51)

where I(A; B) is the mutual information of Alice and Bob, and I(A; E) is the mutual information
of Alice and Eve, also known as Holevo quantity, representing the upper bound on the infor-
mation that Eve possess on the shared key. In case ESKR is <0, it implies that reliable connection
is not feasible and no secret key can be shared. Here, the two design parameters chosen are
intensity of modulation depth, 6; (chosen at Alice’s side) and DT scale coefficient, {f,. The
values of these parameters and the conclusions drawn are presented in Table 8. In Ref. 89, the
performance evaluation is done for UAV based FSO CVQKD systems using dual polarization
quadrature phase shift keying with coherent detection. Here, Gaussian modulation of coherent
states is employed as it is more effective against collective attacks. All types of channel impair-
ments are considered for the analysis of QBER, raw key rate (RKR), and secrecy key rate
(SKR). QBER is computed using Eq. (36) by taking the error probability for QPSK modulation
scheme as

Ple/y) = % erfc(ﬁh), (52)

Table 8 Summary of results obtained with QKD protocols.

Reference Parameter values considered Results
74 For weak turbulence (W), §, < 0.25, for (1) For Pgy > 102 and QBER < 1073,
moderate turbulence (M), 5, < 0.31, 0.71 <¢p <2.95(W), 0.16 < ¢p < 3.97(M), and

and for strong turbulence (S), §, <0.45 0 <¢p <6.27(S), smallest value of {p is chosen such
that SKR is positive for Eve’s closest location to Bob.
Thus, Pgi = 0.252, 0.378, and 0.361

(2) SKR = 8.374 x 10, 5.6706 x 1074, and

1.3461 x 10~ bits/channel for d = 4.55, 3.45, and
4.13 m. SKR increases if Eve is further moved away
from Bob, i.e., for d = 7 m, SKR of 0.1785, 0.2839, and
0.232 bits/channel is achieved for weak, moderate, and
strong turbulence conditions.

89 (1) Oy = {1.5,2.5} mrad (1) QBER <1073 for gy = 20 mrad, P; >9 dBm for

(2) 6oy = {15,20} mrad 04y = 2.5 mrad and P; >3 dBm for 64, = 1.5 mrad,
thus, for P; = 4 dBm and 64, = 1.5 mrad, y up to 7 cm

(3) Variance of position deviations, is permissible
6, = {5,10} cm
(4) Variance of orientation deviations, (2) RKR = 7.2 and 11 b/s/Hz and SKR = 6.4 and
0o = {3,5} mrad 10 b/s/Hz for the two values of (T)
(5) (T) ={0.6,0.9} (8) OP reaches threshold of 102 at P; > 3 dBm for

yin = 5 dB. At P; = 4 dBm, yy, < 6.5 dB, in order to
keep the desired OP below threshold

90 (1) pr ={0.9,0.8,0.5,0.4} The proposed QKD protocol outperforms GM-CVQKD,
(2) in case of decoy state BB-84, DM (8 PSK) CVQKD, and decoy state BB-84 protocols
detection efficiency, np = {0.85,0.25}
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where 7 is the average SNR for CVQKD employing HD. RKR and SKR are determined as

RKR = (1 = QBER)((T)Brlas),
SKR = (1 — QBER)((T)Brlas — IpE)- (53)

Here, fr denotes the reconciliation efficiency and for the proposed system, reverse recon-
ciliation (RR) is employed as the bits are corrected by Alice as per Bob’s information. Also,
(T) represents the transmittance of the channel. The optimal values of several parameters for
maintaining a particular QBER and outage probability are demonstrated in Table 8. As per the
work done in Ref. 90, a hybrid QKD protocol giving superior performance over both DVQKD
and CVQKD techniques is presented. The problem with Gaussian modulation (GM) based
CVQKD is low reconciliation efficiency, while with discrete modulation (DM) based CVQKD
(uses a finite size of constellation), the issue of security proof requirement occurs. DVQKD
already provides less transmission reach and low SKR values. So, in order to take advantage
of high SKR values and large achievable transmission distance along with the acceptable absence
of strict proof of security, a hybrid protocol is presented in which Alice simultaneously utilizes
DM-CVQKD and phase-time encoding for DVQKD. At the receiver end, Bob uses a 1:2 optical
switch to select between CVQKD or DVQKD. This selection is done on the basis of a selection
probability, which is a function of the dead time of the single photon detector. A comparison
among different QKD protocols is shown in terms of SKR and the proposed protocol outper-
formed in each case. CVQKD RKR is assumed to be 10 Gb/s and remaining parameter values
are given in Table 8.

6.2 Intelligent Reflecting Surfaces

The motivation behind using intelligent reflecting surfaces (IRS) is the provision of LoS between
source and destination. Sometimes when the transceivers are not in the LoS of each other, then an
IRS can be used to reflect the light coming from the laser and direct it to the photodetector
surface. A distribution of phase shift is taken as per which the light is reflected from the IRS
according to the normal laws of reflection. Because of the blockage, an IRS-employed system is
considered in which two- and three-dimensional models for the proposed system are
demonstrated.”® Also it is shown that a mirror can also be used to generate a reflected electric
field equivalent to that of an IRS-employed system. Reference 24 extensively provides a review
on re-configurable intelligent surfaces (RIS) carried UAV communication, which discusses the
challenges with both RIS and UAV technologies and also highlights their future trends. Apart
from increasing the coverage, RIS can be used to enhance the channel level state and resolve the
problem of dead zones in RF communication. RIS used with UAVs can prove to be a boon for 6G
communication. Due to analog and passive beamforming offered by RIS, it can be utilized in
mmWave bands to maximize the minimum viable data rate of users. Other techniques, such as
THz range communication, NOMA, machine learning, etc. can further be combined with RIS
and UAV based systems in order to achieve better QoS, better performance, and improved secu-
rity. In Ref. 25, a dual-hop all optical FSO system model is considered comprising of a trans-
mitter and receiver communicating with the aid of a relay UAV assisted by an RORIS. The first
hop is TX-RORIS-UAV link and the second hop is UAV-RX link. It is seen that the effect of
RORIS can be observed on the GML and on atmospheric loss. In Ref. 91, for encountering the
drawbacks of hybrid RF-FSO systems, i.e., when FSO link is blocked due to cloudy weather and
inherent nature of RF links to offer comparatively low bandwidth, a new model involving HAP-
assisted satellite aerial ground integrated network and RIS based UAV relay, is presented. Three
strategies have been used for carrying out the communication between satellite, HAP, and ground
station. First is the primary link defined as FSO-based satellite-HAP-ground link. The second one
is the FSO-based satellite-HAP-UAV-ground link, used when the cloud liquid water content is
high on the primary link, and third is the RF-based satellite-HAP-ground link, used when first
two strategies cannot be implemented. In this brief, three types of aircraft systems are employed
as per their distance from the earth’s surface. Satellite is taken at a height of 600 km, HAP is
taken at a height of 20 km, and UAV is positioned at a distance of 1 to 2 km. Ground station is
considered at 50 m above the ground.
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6.3 Modulating Retro-Reflectors

Modulating retro-reflector (MRR) provides significant advantages, such as decreasing the size,
weight, and power requirements of the FSO link.”> A typical MRR consists of a light modulator
and a retro-reflector. Generally in an FSO system, strict pointing, acquisition, and tracking (PAT)
requirements are to be fulfilled at both sides of the link especially when simple UAV is used
like a relay. At the relay, when MRR is used, PAT system is to be kept only at one side of the
FSO link, thereby reducing the overhead. In the above-mentioned paper, a dual-hop mixed
RF-FSO UAV based communication model is considered employing RIS and MRR. MRR is
used at the relay and RIS works as a user or RF source containing an RF signal generator
as well. Uplink and downlink both scenarios are considered here. RIS, when used in the RF
link, containing many passive reflectors, enhances the signal quality and thus, improves the
system performance. In Ref. 93, an FSO link of ground and a hovering UAV equipped with
MRR is presented. The communication is to and fro. The overall channel irradiance for the
complete communication link is computed considering the following impairments: atmospheric
attenuation for both G2U and U2G links, turbulence induced fading for both G2U and U2G links,
pointing error at the aperture of MRR, geometric loss at ground station, and the reflected power
ratio by MRR.

7 Conclusion

Based on the above discussion, it can be inferred that UAV-based FSO communication is quite
useful in providing high speed data transfer with massive connectivity. The minimization of
optical devices and their low cost deployment has further supported their implementation in
various fields of interest and diverse applications. Also, FSO systems are at high security risks
owing to the fact that for a given divergence angle, the optical beam expands as it travels and this
property makes them vulnerable to eavesdropping attacks. There are various impairments that
degrade the free space channel and thus affect the signal quality and ultimately cause irradiance
fluctuations in the received beam intensity.

In today’s world, UAV is a trending technology that has tremendous applications in almost
every sector and its market is growing at a rapid rate worldwide. It is most popularly employed as
arelay of information due to its flying capability and LoS providing feature, whereas, in secrecy
applications, it is often used as a jammer. In order to design and maintain a good quality UAV-
based FSO link, it is important to consider some performance metrics, which as a function of
SNR or channel gain, give useful insights on the variation of several system parameters, such as
receiver’s field of view, beam waist. There are techniques, such as CVQKD, MRR, and IRS,
which can be combined with UAV and FSO networks to further enhance the system performance
in order to carry out the communication in a more efficient manner. It can be seen that different
models can be utilized to replicate the real-life scenarios as closely as possible and compute
the respective parameters. Research work can be carried out on the pointing, acquisition, and
tracking (PAT) system for UAVs so that the error caused due to misalignment can be reduced to a
minimum and more technologies can be explored for UAV based FSO systems, such as NOMA,
CR, etc. for further improving the system throughput and network reliability.
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